
t has been a long, but successful
overseas trip to meet with a client.

Though tired, you check your email
as you wait in line at U.S. Customs.
Finally, your turn arrives for customs
inspection, and the official pulls you
aside for a more thorough search.
After searching your luggage, the cus-
toms official asks for your email
device and asks that you turn on your
computer and enter your password.
Your email device contains hundreds
of communications with clients, and
your computer contains not only
your own work product, but also
records of many communications
with clients. What do you do?
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privilege with a customs official. There is little case law address-
ing the treatment of privileged documents during a border
search; however, what case law exists is supportive of the privi-
lege when it is raised. The limited case law, also discussed
below, holds that upon assertion of a privilege objection a war-
rant is required to read the documents claimed to be privileged,
or, at a minimum, a subpoena is required with notice and an
opportunity to file a motion to quash. 

Routine Border Searches Do Not Implicate the Fourth Amendment
Border searches are generally considered exceptions to the

Fourth Amendment’s warrant requirement.8 These warrantless
searches are conducted by federal law enforcement agencies,
including U.S. Customs and Border Protection (CBP)9 and
U.S. Immigration and Customs Enforcement (ICE).10 Title 19
U.S.C. §1582 authorizes implementation of regulations for
“the search of persons and baggage” and provides that “all per-
sons coming into the United States from a foreign country shall
be liable to detention and search by authorized officers or
agents of the Government under such regulations.” CBP’s
authority to conduct border searches is further described in 19
C.F.R. 162.6, which provides: “All persons, baggage, and mer-
chandise arriving in the Customs territory of the United States
from places outside thereof are liable to inspection and search
by a Customs officer.” Suspicion is not required for a routine
border search, and the authority of customs officials to conduct
such searches has been repeatedly recognized.11 Reasonable or
heightened suspicion is required only for nonroutine searches
such as those characterized as “exceptionally damaging,” “par-
ticularly offensive,” or “intrusive.”12 The U.S. Supreme Court,
however, has declined to decide what level of suspicion is
required for many nonroutine searches.13

Courts may tend to view electronic border searches as rou-
tine.14 These searches received increased scrutiny following the
9th Circuit Court of Appeals’ decision in U.S. v. Arnold.15 In
Arnold, the 9th Circuit considered the case of Michael Arnold,
who arrived at Los Angeles International Airport after a flight
from the Philippines.16 Upon inspection of Arnold’s laptop
computer, a CBP officer discovered images of nude women.17

Arnold was detained and questioned for several hours. Images
“believed to be child pornography” were also found.18 Arnold
was released, but his computer was seized. Two weeks after the
border search, federal agents obtained a warrant. Ultimately,
Arnold was charged with crimes including possession and
transportation of child pornography.19 In an attempt to sup-
press the evidence of the content of his computer, Arnold
argued that “laptop computers are fundamentally different
from traditional closed containers” that are routinely searched
at the border.20 In hopes of gaining the protection of the Fourth
Amendment prohibition on unreasonable search and seizure,
Arnold analogized laptops to “homes,” because laptop comput-

ers store an amount of information equivalent to that stored in
one’s home, and to the “human mind” because laptop comput-
ers record ideas, email, Internet chats, and web-surfing habits.21

The 9th Circuit rejected Arnold’s arguments, explaining that
“one cannot live in a laptop.”22 Further, laptops are “readily
mobile” and the “expectation of privacy [at the border] … is
significantly less than that relating to one’s home or office.”23 In
reversing the trial court’s order suppressing the evidence, the
9th Circuit held that “reasonable suspicion is not needed for
customs officials to search a laptop or other personal electronic
storage devices at the border.”24 The 9th Circuit has since
explained that Arnold “foreclose[s] the argument that reason-
able suspicion is required to search a laptop computer at the
border.”25

Government Policies Provide Little Guidance on Privilege Issues
Since Arnold, the Department of Homeland Security has

vigorously defended its policy of electronic border searches. In
a 2008 opinion piece published in USA Today, Secretary of
Homeland Security Michael Chertoff explained:

Since the founding of the republic, the federal govern-
ment has held broad authority to conduct searches at the
border to prevent the entry of dangerous people and
goods. In the 21st century, the most dangerous contra-
band is often contained in laptop computers or other
electronic devices, not on paper. This includes terrorist
materials and despicable images of child pornography.26

In a 2008, statement to the Constitution Subcommittee of
the Senate Committee on the Judiciary, Jayson P. Ahern,
deputy commissioner of U.S. Customs and Border Protection,
explained:

CBP’s ability to examine what is coming into the country
is crucial to its ability to enforce U.S. law and keep the
country safe from terrorism. This notion is not novel. As
the U.S. Supreme Court has stated, ‘since the beginning
of our Government,’ the Executive Branch has enjoyed
‘plenary authority to conduct routine searches and
seizures at the border, without probable cause or a
warrant, in order to regulate the collection of duties
and to prevent the introduction of contraband into this
country.’27

The subcommittee had titled its hearing “Laptop Searches
and Other Violations of Privacy Faced by Americans Returning
from Overseas Travel.” CBP took exception to this title,
explaining that “[t]o treat digital media at the international
border differently than CBP has treated documents and other
conveyances historically would provide a great advantage to ter-
rorists and others who seek to do us harm.”28 Courts appear to
generally agree with CBP’s view, though most of the case law
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and discussion has developed in connection with child pornog-
raphy and drug trafficking cases. Despite the fact that CBP is
responsible for enforcing more than 600 laws at the border,
cases of more sympathetic travelers rarely result in reported
decisions. 

Responding to the increased scrutiny following Arnold, CBP
and ICE published documents intended to set forth guidelines
and procedures for electronic searches at the border, the func-
tional equivalent of the border,29 or the extended border.30

CBP’s “Policy Regarding Border Search of Information”31 and
ICE’s directive, “Border Searches of Documents and Electronic
Media,”32 are substantially similar. Both justify the examination
of “computers, disks, hard drives, and other electronic or digi-
tal storage devices” as necessary to ensure “compliance with
customs, immigration and other Federal laws at the border.”33

While both CBP and ICE have recognized the need for special
treatment of attorney-client privileged information, neither
gives specific guidance on what that special treatment would be
or the best practice for raising privilege during a border search.
The CBP and ICE describe the treatment of privileged materi-
al identically:  

Occasionally, an individual claims that the attorney-client
privilege prevents the search of his or her information at
the border. Although legal materials are not necessarily
exempt from a border search, they may be subject to spe-
cial handling procedures. 

Correspondence, court documents, and other legal docu-
ments may be covered by attorney-client privilege. If [an
officer] suspects that the content of such a document may
constitute evidence of a crime or otherwise pertain to a
determination within the jurisdiction of [ICE or CBP],
the officer must seek advice from the [Associate/Assistant
Chief Counsel or ICE Office of the Chief Counsel] or the
appropriate U.S. Attorney’s office before conducting a
search of the document.34

Neither CBP nor ICE’s guidelines explain what is expected
of the lawyer confronted with the potential search of privileged
information. 

Enforcing Privileges at the Border
There appear to be no cases discussing privileged material in

the context of an electronic border search. There are, however,
a few cases that address traditional searches of attorneys’ paper
files. Two of those cases, U.S. v. Wilson35 and U.S. v. Modes,
Inc.,36 involve the same search of an attorney at the Dallas/Fort
Worth International Airport.37 The client of the attorney whose
files were searched had, prior to the search, been served with
administrative summonses issued by the customs service.38

Indeed, an extension of time to comply with the summonses

had been obtained to allow the attorney to travel abroad to
secure evidence.39 During the search, the customs official
searched and confiscated legal files carried in a briefcase.40 The
attorney repeatedly objected to the seizure on the basis of attor-
ney-client and work product privilege.41 The customs supervi-
sor, who became involved in the search, claimed that customs
had a right to detain an attorney’s legal file.42 While the files
were returned two days later, the attorney had no way to deter-
mine whether the documents had been photocopied or
whether documents had been removed.43 Subsequent to the
search, two new summonses were issued for substantially the
same information as was requested in the first administrative
summons, and, over objections, the district court enforced the
new administrative summonses.44 On appeal, the 5th Circuit
Court of Appeals, after providing some guidance on the test
for enforcement of administrative subpoenas, reversed based on
the standard of review that had been applied by the district
court.45 While it did not decide the ultimate issues presented
by the border search, Wilson sent a clear message to customs
officials:

In closing, although we do not finally resolve the dispute
in question, we think it appropriate, whatever the out-
come upon remand, to admonish Customs for what can
only be described as outrageous and reprehensible behav-
ior on the occasion in question. We trust that our warn-
ing today will suffice to deter any future similar
conduct.46

Similarly, in Modes, Inc., the U.S. Court of International
Trade, considering the same search as was at issue in Wilson,
described the customs service’s conduct as “reprehensible.”47

Modes, Inc. explains that “[w]hile it is true that greater leniency
is afforded government officials involved in border searches,
Customs officials are nevertheless required to conduct searches
and seizures at the borders in a lawful manner.”48 Detention
and search beyond the scope of a routine customs inspection
may be undertaken based on “reasonable suspicion.”49 When,
however, the basis for the “reasonable suspicion” is determined
to be unfounded, the search should cease.50 Because customs
officials in Modes, Inc. were unable to provide a “reasonable cri-
teria” from which the court could find there was “reasonable
suspicion,” the seizure was unlawful.51

Less than three years after Wilson and Modes, Inc., a lawyer
was again targeted for search upon his return from an overseas
trip, this time at the Houston Intercontinental Airport (now
George Bush Intercontinental Airport).52 The attorney’s client
was the subject of a then-ongoing criminal investigation into
certain transactions that the U.S. Department of the Treasury
believed violated regulations relating to economic sanctions
imposed upon the government of Libya.53 The attorney’s trip
abroad involved, in part, business related to a German refinery
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Furukawa, 2006 WL 3330726, (D. Minn. 2006) (magistrate sustained
border searches of laptop computers as routine, however, the district court
did not reach the question of whether a border search of a laptop is “rou-
tine,” because the magistrate “correctly found that the customs official has
a reasonable suspicion in this case.”).

15. Supra, n. 12.
16. Arnold, 533 F.3d at 1005.
17. Id.
18. Id.
19. Id. at 1005–06.
20. Id. at 1006.
21. Id.
22. Id. at 1009.
23. Id. (quoting California v. Carney, 471 U.S. 386, 391 (1985)).
24. Id. at 1008.
25. U.S. v. Singh, No. 07-30421, 2008 WL 4426643, *1 (9th Cir. Sept. 29,

2008).
26. Michael Chertoff, Editorial, “Searches are Legal, Essential,” USA Today,

July 16, 2008, at A10.
27. Laptop Searches and Other Violations of Privacy Forced by Americans

Returning from Overseas Travel: Before the Subcomm. on the Constitu-
tion of the S. Comm. on the Judiciary, June 25, 2008 (Statement of Jayson
P. Ahern, Deputy Commissioner, U.S. Customs and Border Protection,
Dept. of Homeland Security), available at http://www.cbp.gov/xp/cgov/
newsroom/congressional_test/laptop_searches.xml (last visited July 20, 2009).

28. Id.
29. International airports are an example of a “functional equivalent of the bor-

der.” Almeida-Sanchez v. U.S., 413 U.S. 266, 273 (1973) (“For … exam-
ple, a search of passengers and cargo of an airplane arriving at a St. Louis
airport after a non-stop flight from Mexico City would clearly be the func-
tional equivalent of a border search.”).

30. The extended border doctrine provides that nonroutine border searches
with a significant nexus to a border crossing are deemed constitutionally
permissible if reasonable under the Fourth Amendment. U.S. v. Yang, 286
F.3d 940, 944–49 (7th Cir. 2002); U.S. v. Espinoza-Seanez, 862 F.2d 526,
531 (5th Cir. 1988); U.S. v. Caicedo-Guarnizo, 723 F.2d 1420 (9th Cir.
1984); U.S. v. Garcia, 672 F.2d 1349 (11th Cir. 1982); U.S. v. Bilir, 592
F.2d 735 (4th Cir. 1979). To determine whether an extended border search
is reasonable, courts consider whether: (1) there is a reasonable certainty
that a border crossing has occurred; (2) there is a reasonable certainty that
no change in condition of the luggage has occurred since the border cross-
ing; and (3) there is a reasonable suspicion that criminal activity has
occurred. Yang, 286 F.3d at 945; Espinoza-Saenez, 862 F.2d at 531.

31. U.S. Customs and Border Protection, Dept. of Homeland Sec., Policy
Regarding Border Search of Information, available at
www.customs.gov/linkhandler/cgov/travel/admissibility/search_authority.ctt/
search_authority.pdf (last visited July 20, 2009).

32. U.S. Immigration and Customs Enforcement, Dept. of Homeland Sec.,
Directive No. 7-6-0, Border Searches of Documents and Electronic Media
(July 16, 2008).

33. Policy at paragraph A; Directive at paragraph 4.
34. Policy at paragraph E(3); Directive at paragraph 8.7.
35. 864 F.2d 1219 (5th Cir.), cert. denied, 492 U.S. 918 (1989).
36. 787 F.Supp. 1466 (Ct. Int’l Trade 1992).
37. Modes, Inc., 787 F.Supp. at 1479. (“It appears, nevertheless, that the inci-

dent at the airport may have occurred because of preordained plans of
overzealous Customs officials.”).

38. Wilson, 864 F.2d. at 1220. 
39. Id. at 1221.
40. Id. at 1468.
41. Id. at 1469.
42. Id. at 1469 and 1474. (“[Customs Supervisor] testified that Customs has

the right to detain the legal files of any lawyer, if a customs officer would
like to investigate the files further.”).

43. Modes, Inc., 787 F.Supp. at 1221.
44. Id.
45. Id. at 1223. 
46. Id.
47. Modes, Inc., 787 F. Supp. at 1479 (“This Court agrees with the Fifth Cir-

cuit’s finding that Customs’ seizure of the legal files of Defendants’ attor-
ney was an outrageous and reprehensible act and delivers an
admonishment to Customs of equal force as that of the Fifth Circuit.”).

48. Modes, Inc., 787 F.Supp. at 1475. 
49. Id.
50. Id.
51. Id.
52. See Looper v. Morgan, No. H-92-0294, 1995 U.S.Dist. LEXIS 10241, *8

n.7 (S.D. Tex. June 30, 1995).
53. Id. at *3–8.
54. Id. at *8.
55. Id. The special agent did not inadvertently stumble across the attorney and

his briefcase in the course of a normal border search. On the day that the
attorney arrived, the agent knew that the attorney’s client was the subject
of a continuing investigation. Id. at *8 n.7. The plan to search and seize the
contents of the attorney’s briefcase was developed well over 24 hours before
the event. Id. at *8 n.8.

56. Id. at *8.
57. Id. at *8. Similarly, the customs agent in Modes, Inc. “testified that he con-

sulted several attorneys who advised him that he could not read the docu-
ments but could look over the documents in an attempt to find evidence
of a violation.” Modes, Inc., 787 F.Supp at 1469.

58. Looper, 1995 U.S. Dist. LEXIS 10241 at *8. The special agent explained
that he intended to obtain a warrant that would permit him to read the
segregated documents. No warrant was ever obtained. Id. at *8 n.8.

59. Id. at *8–9.
60. Id.
61. Id. at *58.
62. Id. at *10–11 (internal citations and quotations omitted).
63. Id. at 12; See also, Modes, Inc., 787 F.Supp at 1474–75 (regarding seizure of

privileged client documents by customs was “unlawful”).
64. Looper, 1995 U.S. Dist. LEXIS 10241 at *13.
65. The Looper analysis leaves unanswered the intriguing question of what hap-

pens when it is the client, rather than the attorney, who possesses privileged
materials at the time of a border search.

66. Id. at *16.
67. Id. at *15–16.
68. Id. at *16 n.11.
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