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On October 21, 2020, the Standing Committee of the National People’s Congress (“NPC”) of the People’s
Republic of China (“PRC”) unveiled its draft of the Personal Data Protection Law (“Draft PDPL”) for public
consultation until November 19, 2020. The Draft PDPL has many similarities to the European General Data
Protection Regulation (“GDPR”).
Prior to the Draft PDPL, the Standing Committee of the NPC had adopted the PRC Cybersecurity Law
(implemented on June 1, 2017) (the “CSL”). The CSL requires network operators to store select data within
China and focuses on the cross-border transmission of personal data by “Operators of Critical Information
Infrastructure” (“CIIO”). The Draft PDPL further expands regulation of “personal data” and expands the
individual’s rights in personal data processing activities, including (i) the right to know, (ii) the right to make
decisions, (iii) the right to review and copy, (iv) the right to correct and supplement, and (v) the right to delete.
Currently, there is no expected schedule for the adoption of the Draft PDPL. However, when adopted, the Draft
PDPL, containing 69 articles, will be China’s first comprehensive law on the protection of personal data. Given
the prevalence of data usage in general commerce and the scope of the Draft PDPL, it will significantly impact
companies with operations in China as well as companies that do not have operations in China but are targeting
the China market.
A few key points of the Draft PDPL:
1. Extraterritorial application of the law
The Draft PDPL applies to the processing of individuals’ personal data that takes place in China regardless of
the nationality of such individuals. Unlike the CSL, which provides limited extraterritorial application, the Draft
PDPL also applies to activities outside of the PRC when such activities touch on Chinese personal data under
any of the following circumstances: (i) where the purpose is to provide products or services to Chinese people;
(ii) where the purpose is to analyze and evaluate the activities of Chinese people.
2. More expansive data localization requirements and clearer rules on cross-border transfer of
personal data
Compared with the CSL, which only governs the behavior of CIIOs in their handling of personal data in China,
the Draft PDPL covers both CIIO and other personal data processors (“PDP”) such as governments, companies,
institutions and individuals. The current draft of the Draft PDPL does not provide a definition of PDP.
The Draft PDPL provides for three mechanisms for cross-border transfer of personal data. Where a PDP or a
CIIO provides personal data outside the PRC, it must meet at least one of the following mechanisms:
(i) Obtain certification issued by the organization as authorized by the Cyberspace Administration of China
(“CAC”).
(ii) Obtain certification issued by a specialized agency (the third party) assigned such certification power by the
CAC.

(iii) Enter into a contract with the overseas recipient, specifying the rights and obligations of both parties
meeting the standards of the Draft PDPL and certifying that the PDP or CIIO has reviewed and is
supervising the overseas recipient’s processing of personal data to ensure that it meets the standards of
the Draft PDPL.
In addition, cross-border transfer of personal data to foreign authorities requires Chinese regulators’ prior
approval under the Draft PDPL. This is consistent with the Draft Data Security Law (published by the Standing
Committee of the NPC on July 3, 2020) and the recently amended China Securities Law (amendment effective
March 1, 2020), which, to a certain extent, sheds light on Chinese regulators’ view in this regard.
3. Enhanced legal liability for violation of Draft PDPL and privacy litigation
Serious violations of the Draft PDPL, such as illegal processing of personal data or failure to adopt necessary
measures to protect personal data, can result in a fine of up to RMB 50 million ($7.4 million) or up to five percent
of the violator’s preceding year’s revenue per incident.
When calculating the fine, the Draft PDPL is silent on whether different approaches will be taken when the
violator is a specific legal entity versus a group of affiliated legal entities globally or in China that are involved in
data processing. It is also unclear as to whether the revenue of the preceding year will be calculated based on
the violator’s global market revenue or just the revenue from the China market. It is worth watching the space to
see if the legislator considers using a similar concept of “undertaking” under the GDPR when calculating the
fine. 1
In terms of personal liability in the context of a violation of the Draft PDPL, the personnel who are directly
responsible for the personal data processing that resulted in the violation may be fined up to RMB 1 million
($0.15 million). No detailed standard on this personal liability is yet published. In practice, we expect that
personal liability under the Draft PDPL may potentially attach to legal representatives, senior management
personnel and project principals.
Conclusion
Although the Draft PDPL is still a draft, multinational companies and Chinese companies that invest overseas
should plan ahead. Any personal data processing mechanism and cross-border data transmission procedures
should be mapped and understood internally, if they are not already. We would expect to see internal control
and compliance infrastructure put in place and the initiation of staff training on personal data protection, as well
as coordination with local CAC in preparation for further detailed implementation regulations. Once adopted, the
Draft PDPL will have a significant and far-reaching impact on personal data protection compliance requirements
for any players in the China market.

1

Article 83 of the GDPR states that, if the infringing entity is an “undertaking,” the administrative fines can be
assessed on the basis of its total worldwide annual turnover. An “undertaking” should be understood in accordance
with Articles 101 and 102 of the Treaty on the Functioning of the European Union (“TFEU”). The meaning of
undertaking in the relation to Articles 101 and 102 of TFEU has frequently been examined in case law, which has
concluded that where one company exercises “control” over another company, they form a single economic entity
and, hence, are part of the same undertaking.
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For more information, please see the following resources:
•

China Updates page

•

China Adopts Export Control Law, November 5, 2020

•

China Releases New QFII/RQFII Rules, October 27, 2020

•

China Releases Provisions on Strengthening the Supervision of Private Equity Investment Funds
(Draft), October 15, 2020

•

China Releases Provisions on the Unreliable Entity List, October 5, 2020

•

China Releases Revised Measures on Handling Complaints of Foreign-Invested Enterprises,
September 23, 2020

•

China Releases Administrative Measures for Strategic Investment by Foreign Investors in Listed
Companies, September 10, 2020

•

China Releases Draft Data Security Law, September 8, 2020

•

China Releases Circular on Further Stabilizing Foreign Trade and Foreign Investment, August 24, 2020

•

China Releases Draft Measures for the Administration of Imported and Exported Food Safety, August
18, 2020

•

U.S. Listed Chinese Companies: Regulatory Scrutiny and Strategic Options, July 30, 2020

•

China Passes Controversial Hong Kong National Security Law, July 9, 2020

•

China's Relaxed Financial Sector May Aid Foreign Investors, June 18, 2020

•

Is There a Law in China Similar to the US Defense Production Act?, May 8, 2020

•

Coronavirus Brings Force Majeure Claims to LNG Contracts, March 4, 2020

•

The Rise of China, March 4, 2020

•

Coronavirus Fears Cast Cloud Over Dealmaking, February 27, 2020

•

Is Your China Chemical Plant in Danger of Being Shut Down?, December 2019

Additional questions? Please contact Haynes and Boone lawyers, Liza L.S. Mark and Jasmine Yang.
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