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registered, with the Securities and Exchange Commission
(“SEC”) under the Investment Advisers Act of 1940, as
amended (RIAs), other than:?

o RIAs who register with the SEC solely because
they are:

= Mid-sized advisers;?

= Multi-state advisers;? or

= Pension consultants;* and

o RIAs who are not required to report any assets under
management on Form ADV.

e Any investment adviser who is exempt from SEC
registration under Section 203(l) or Section 203(m)
of the Investment Advisers Act of 1940, as amended
(exempt reporting advisers or ERASs).

On Aug. 28, 2024, the Financial Crimes Enforcement
Network (“FInCEN”) issued a final rule (the “Rule”) that will
impose and extend certain anti-money laundering (“AML”)
compliance obligations on investment advisers. Specifically,
the Rule adds investment advisers (including private fund
advisers and exempt reporting advisers) to the definition

of “financial institution” under the BSA of 1970 (“BSA”)
implementing regulations, prescribes minimum standards
for AML and countering the financing of terrorism (“CFT”)
programs to be established by such advisers and requires
advisers to report suspicious activity to FinCEN. Covered
investment advisers will be required to be in compliance
with the Rule by Jan. 1, 2026.

Moreover, the Rule does not apply to state-registered
advisers, foreign private advisers or family offices.

Application to Non-U.S. Advisers

With respect to an RIA or ERA who meets the definition

of “investment adviser” under the Rule and who has a
principal office and place of business outside of the United
States, the Rule only applies to their advisory activities that:

e Take place within the U.S., including through U.S.
personnel of the investment adviser; or

1Should an excluded RIA’s business change such that it no longer remains an “excluded” investment adviser, such RIA will be subject to the Rule, and required to comply with the Rule, as of
its next annual Form ADV filing.

2RIAs who have assets under management between $25 million and $200 million but who either (1) are not required to be registered as an adviser with the state securities authority in the
state where they maintain their principal office and place of business, or (2) are not subject to examination as an adviser by the state in which they maintain their principal offices and places
of business.

3RIAs who would otherwise be required to register in more than 15 states but have less than $100 million in assets under management and have chosen instead to register with the SEC.

“Investment advisers who have chosen to register with the SEC who provide investment advice to 1) any employee benefit plan described in Section 3(3) of Employee Retirement Income
Security Act of 1974 (ERISA), 2) any governmental plan described in Section 3(32) of ERISA or 3) any church plan described in Section 3(33) of ERISA.
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* Provide advisory services to a U.S. client or any non-U.S.
private fund client with one or more investors who is a
U.S. person.

!

Compliance Action Items

Pursuant to the Rule, covered investment advisers will be
required to:

* Implement arisk-based and reasonably designed AML/
CFT program including, at a minimum, the following;:

o Policies, procedures and controls to comply with
the requirements of the BSA and designed to

address money laundering, terrorist financing and
other illicit finance risks;

o A designated AML/CFT compliance officer
responsible for implementing and monitoring the
AML/CFT program;

o Independent testing of the AML/CFT program by
a qualified internal or external party on a periodic
basis;

o Ongoing training for the investment adviser’s
personnel; and

o Risk-based procedures for conducting ongoing
customer due diligence.

* File certain reports, such as SARs and currency
transaction reports (“CTRs”), with FinCEN,;

e Keep certain records, including those relating to the
transmittal of funds (i.e., comply with the Recordkeeping
and Travel Rules);® and

e Fulfill certain other obligations applicable to
financial institutions subject to the BSA and FinCEN’s
implementing regulations, such as special information
sharing procedures.

The Rule excludes mutual funds from the above-mentioned
AML/CFT requirements. Further, it permits investment
advisers to categorically exclude any such mutual fund from
the investment adviser’s AML/CFT program and does not
require investment advisers to verify that the mutual fund
has an AML/CFT program in place. This exclusion extends to
(i) bank and trust company-sponsored collective investment
funds that comply with certain requirements® and (ii) any
other investment adviser subject to the Rule that is advised

by an investment adviser.

Delegation and Reliance

There is some flexibility for investment advisers to delegate
some aspects of their AML/CFT programs and other
requirements to third-party service providers, such as fund
administrators, custodians or broker-dealers, subject to
contractual agreements and risk-based oversight. However,
the investment adviser will remain fully responsible and
legally liable for compliance with the Rule and will need

to ensure that FinCEN and the SEC are able to obtain
information and records relating to the AML/CFT program.

Further, the Rule permits investment advisers who are
dually registered as broker-dealers or banks, or that are
affiliated with entities that are financial institutions already
subject to the BSA, to extend a single AML/CFT program

to all affiliated entities that are subject to the BSA, so

long as the program is designed to identify and mitigate

the different risks posed by the different aspects of each
affiliate’s business and satisfies each of the risk-based AML/
CFT program and other BSA requirements to which the
entities are subject in all of their regulated capacities.

Enforcement

Covered investment advisers will be subject to examination
for compliance with the Rule’s requirements by the SEC as
part of its existing regulatory and examination framework.
The SEC will coordinate with FinCEN on any enforcement
actions or referrals arising from violations.

Next Steps

We encourage all covered investment advisers to start
reviewing their compliance programs now to assess
whether any updates will be required to be implemented
and put into place by Jan. 1, 2026.

For more information regarding the foregoing, please
contact a member of the Haynes Boone Investment
Management Practice Group.

This update has been adapted from the September 10,
2024 Haynes Boone client alert, EInCEN Issues Final Anti-

Money Laundering Program Rule for Investment Advisers.

5 Pursuant to 31 CFR § 103.33(g), fund transmittals larger than $3,000 (or foreign equivalent) requires the transmittor institution to send the following information in the transmittal order
relating to the transmittor’s (i) name; (ii) account number, if used; (iii) address; (iv) identity of the transmittor’s financial institution; (v) amount of the transmittal order; (vi) execution date
of the transmittal order and (vii) identity of the recipient’s financial institution. Moreover, it requires the institution receiving the transmittal to retain the following information about the

recipient: (i) name; (ii) address; (iii) account number and (iv) any other specific identifier.

©12 CFR § 9.18 details the requirements for collective investment funds.
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On Aug. 7, 2024, Judge Analisa Torres of the Southern
District of New York issued a final judgment in the high-
profile SEC v. Ripple case. Ripple, provider of digital
asset infrastructure for financial services, was ordered
to pay over $125 million in penalties and was enjoined
from violating securities registration laws.

SEC v. Ripple was one of the first major SEC lawsuits
against a crypto entity. The case, filed in December
2020, accused Ripple and its executives of offering and
selling XRP, Ripple’s digital asset, as an unregistered
security.

The case garnered significant attention, as it had the
potential to set precedent for the crypto industry, which
has been grappling with regulatory uncertainties.

The case hinged (and may continue to hinge) on the
application of the Howey Test, a legal standard used

to determine whether a product is an “investment
contract” and subject to securities laws. Under Howey,
an “investment contract” arises when there is an
existence of an investment of money in a common
enterprise with a reasonable expectation of profits to be
derived from the efforts of others. Digital assets often
challenge traditional interpretations of this test, creating
legal complexities.

Judge Torres’s ruling in July 2023 was largely
considered a victory in the crypto industry. Torres

found that while Ripple’s sales of XRP to institutional
investors were securities subject to SEC oversight, sales
to retail investors through programmatic transactions on
exchanges were not.

The court applied the Howey Test, concluding that
institutional investors who received detailed disclosures
from Ripple had invested with an expectation of profits,
meeting the definition of a security. However, retail
investors, who bought XRP through blind bid/ask
transactions without knowing the seller, did not meet the
same criteria, so their transactions were not classified
as securities.

In October 2023, the SEC dropped its aiding and
abetting claims against Ripple’s executives, which many
saw as a move to speed up the appeals process.

The final judgment, which included a $125 million
penalty, was considered a win on both sides. Ripple
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viewed the outcome positively, noting that the penalty
was far less than the $2 billion the SEC initially sought,
and Ripple could cover the penalty by cash on hand.

On the other hand, the SEC considered the penalty a
victory, since it was significantly higher than what Ripple
originally argued was appropriate.

Despite the resolution, the ruling still leaves the crypto
industry with uncertainty. The application of the Howey
Test, in this case, highlighted the challenges of using an
old legal framework to regulate new technologies. The
SEC’s regulatory strategy is in flux. And other courts’
rulings seem counter to Torres’s ruling. For example,

in SEC v. Terraform Labs, Judge Jed Rakoff (also out

of the Southern District of New York) found that the
SEC adequately pled the elements of the Howey Test

to survive a motion to dismiss. Judge Rakoff declined

to follow Judge Torres’s rational regarding blind bid/
ask transactions, and instead ruled that Howey makes
no distinction between purchasers. Similarly, in SEC v.
LBRY, Inc., Judge Paul Barbadoro of the District of New
Hampshire ruled that LBRY’s promotion and sale of LBC
(LBRY’s digital asset) satisfied the Howey Test, because
LBRY promoted LBC as an investment that would grow
in value over time. If nothing else, these cases illustrate
that the SEC does not have a clear path to victory against
crypto entities.

As the case moves toward a possible appeal, the clarity
the crypto industry hoped for remains elusive. The SEC
now faces a decision: to continue the appeals process
or to let the case stand, contributing to a growing list of
legal challenges in regulating digital assets.

Read the Final Judgment Here.

and Notes Potential Regulatory — Madelyn Calabrese,
Maggie Gay, Joshua Turner

On Aug. 13, 2024, the Financial Industry Regulatory
Authority (“FINRA”) issued an update on its oversight
of member firms’ activities related to crypto assets,
such as digital currencies, tokens and coins. FINRA’s
observations are based on information collected
from nearly 600 member firms that responded to a
questionnaire on their crypto asset activities, as well
as from FINRA’s ongoing regulatory operations. The
update identifies the types of crypto asset activities
that member firms and their affiliates are engaged

in, such as private placements, alternative trading
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systems, custody, facilitation of customer transactions,
blockchain initiatives, outside business activities

and private securities transactions. The update also
highlights the potential regulatory and compliance
challenges and risks that member firms face when
engaging in crypto asset activities. Such challenges and
risks include those related to communications with the
public, supervision, AML, market abuse, and provision
of information and testimony, including examples of
potential violations of FINRA rules involving crypto
asset activities that have been observed or addressed
by FINRA’s regulatory programs. For example, FINRA
noted issues relating to (1) misrepresentations of the
extent to which the protections of federal securities
laws applied to crypto asset activities, (2) failures to
establish reasonable and comprehensive due diligence
programs and engage in effective supervision of crypto
asset activities and (3) failures to establish effective
AML programs to detect and report suspicious crypto
transactions.

While the update does not create new legal or regulatory
requirements or interpretations, it encourages member
firms to keep FINRA informed of their crypto asset
activities and to review and evaluate their policies

and procedures to ensure compliance with relevant
securities laws and regulations and FINRA rules. The
update also includes a list of additional resources for
member firms, such as SEC guidance, FINRA guidance,
publications, podcasts and webinars on crypto asset-
related topics.

Read the Guidance Here.

The FDIC Proposes Amendments to the Change in
Bank Control Act — Leel Sinai

The Federal Deposit Insurance Corporation (“FDIC”) has
proposed an amendment to its Change in Bank Control
Act (“CIBCA”) regulations to expand its oversight of
investments in bank holding companies, particularly
those involving non-bank investors. This proposed rule
aims to add an additional layer of review for acquisitions
of securities in holding companies of FDIC-supervised
institutions, such as state non-member banks and
insured state savings associations. Currently, the Federal
Reserve Board requires a notice under CIBCA for such
transactions, and the FDIC has allowed the Federal
Reserve to handle changes in control of bank holding
companies The FDIC’s proposed rule would require

hayneshoone.com
Financial Regulatory Roundup | Haynes Boone | September 2024

a similar notice, effectively eliminating the existing
exemption for these acquisitions when reviewed by the
Federal Reserve.

The CIBCA requires any investor seeking to acquire
control of a bank—defined as owning or having the
power to vote 25 percent or more of any class of voting
securities, or directing the management or policies of
a bank—to provide prior notice. However, a rebuttable
presumption of control is triggered at a 10 percent
ownership level, where no other person will own, control
or hold the power to vote a greater percentage of that
class of voting securities, or the banking institution

is a public company, necessitating a federal banking
agency’s review.

The proposal would affect non-bank investors, including
entities other than bank holding companies (“BHCs”)
or savings and loan holding companies (“SLHCs”), that
would be required to file a CIBCA notice with both the
FDIC and the Federal Reserve Board when acquiring
voting securities in an FDIC-supervised institution.
This change grants the FDIC the discretion to require
its own CIBCA notice in addition to the one required

by the Federal Reserve Board. The FDIC has also
solicited comments on 20 specific questions related
to interagency coordination, the use of passivity
commitments to rebut control presumptions and other
topics.

The FDIC’s proposal seeks to align its CIBCA regulations
more closely with those of the Office of the Comptroller
of the Currency (“OCC”), which does not exempt
transactions from its notice requirements, even when
the Federal Reserve Board reviews a CIBCA notice.
Under the proposed rule, the FDIC could request a notice
for transactions also reviewed by the Federal Reserve
and could potentially disapprove a transaction that the
Federal Reserve might otherwise approve.

The proposed rule reflects the FDIC’s focus on
distinguishing between transactions requiring the
Federal Reserve’s review and those in which an investor
can rebut the presumption of control by making passivity
commitments. The current FDIC regulations do not
require a notice when the Federal Reserve reviews a
notice for acquiring voting securities, but the exemption
does not cover cases where the Federal Reserve accepts
passivity commitments instead of a notice.
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If adopted, the proposed rule would mean that any
investor triggering a presumption of control under

the CIBCA regulations might need to file a notice with
the FDIC, even if one is already filed with the Federal
Reserve Board. The Federal Reserve and the OCC have
not yet indicated their stance on the FDIC’s approach.
The FDIC has committed to pursuing an interagency
approach to address this issue, seeking broader
coordination among federal banking agencies.

Comments on the proposed rule are due by Oct. 18, 2024.
Read the Proposed Rule Here.

Nordea Bank Enters Into $35 Million Sett! £ witl

R ling Historical AML Compli - David Staat
Leel Sinai

On Aug. 27, 2024, the New York State Department of
Financial Services (“DFS”) announced that Nordea
Bank Abp (“Nordea” or the “Bank”) has agreed to
pay a $35 million civil fine to settle charges as part of
a consent order (the “Consent Order”) regarding the

Bank’s compliance deficiencies in its historical BSA/AML

program and procedures.

Following the “Panama Papers” data leak in 2016,
which, per the Consent Order, indicated that Nordea
allegedly helped its customers set up hundreds of
offshore accounts for tax-sheltered companies, the
DFS launched an investigation related to the adequacy
of Nordea’s AML program. The DFS investigation
concerned Nordea’s former processes, policies and
controls to prevent money laundering and the Bank’s
former compliance network during the period from
2008 to 2019, including with respect to Nordea’s
closed Vesterport International Branch in Denmark and
Nordea’s former operations in the Baltics.

As a result of the DFS investigation, DFS determined
that Nordea failed to maintain an effective and
compliant AML program, failed to conduct adequate due
diligence in connection with its correspondent banking
relationships, and failed to maintain an adequate
transaction monitoring system.

The Consent Order further provides that DFS gave
substantial weight to Nordea’s extensive cooperation

with DFS throughout the investigation and acknowledged
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Nordea’s efforts to remediate the historical deficiencies
identified in the Consent Order. In a statement released
by Nordea, the Bank stated that it has significantly
strengthened its financial crime prevention capabilities
by, among other actions, investing approximately EUR
1.5 billion within risk and compliance since 2015,
employing over 3,400 employees to work solely on
combating money laundering and other types of financial
crime, and implementing new policies, procedures

and controls designed to strengthen Nordea’s AML
compliance program.

Read the DFS Consent Order Here, the DFS Statement
Here, and the Nordea Statement Here.
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