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The Office of the Comptroller of the Currency (the “OCC”)
released its bank supervision operating plan for its fiscal
year 2025 (the “Plan”) on Oct. 1, 2024. The Plan outlines
the OCC’s priorities and objectives its Committee on Bank
Supervision (“CBS”) staff will use to guide its supervisory
priorities, planning and resource allocation and which
banks will use to facilitate implementation of supervisory
strategies. The OCC describes its mission as ensuring

that national banks operate in a safe and sound manner,
provide fair access to financial services, treat customers
fairly and comply with applicable laws and regulations. In
furtherance of this mission, the OCC employs ongoing risk-
based supervision that requires examiners to determine how
existing or emerging issues for a specific bank or its related
organizations, or the banking industry as a whole, affect the
nature and extent of risks in that bank.

The Plan discusses risk-based supervision focused on
specific areas within financial, operational and compliance
bank functions, including credit, asset and liability
management, climate-related risks, cybersecurity, third-
party risk, payments, enterprise change management,
Bank Secrecy Act/Anti-Money Laundering (“BSA/AML”),
Community Reinvestment Act (“CRA”) and fair lending.
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Credit: OCC examiners will evaluate the effectiveness
of management actions regarding credit risk, given
significant changes in market conditions, interest
rates and geopolitical events. Examiners will focus on
borrowers with stressed commercial real estate and
multifamily stresses from higher operating expenses,
oversupply pressures and rent regulations.

Asset and Liability Management: Additionally,
examiners will determine whether banks are effectively
managing interest rate and liquidity risks in alignment
with established risk appetite, including contingency
planning and stress testing of key model assumptions
and liquidity sources. Examiners will also determine
whether board and management teams understand and
manage projected risk to asset values, deposit stability,
liquidity, capital and earnings under a full range of
plausible interest rate scenarios.

Climate-Related Financial Risks: For banks with
over $100 billion in total consolidated assets and any
branch or agency of a foreign banking organization
that individually has total assets of over $100 billion,
examiners will conduct target examinations to assess
banks’ ability to identify, measure, monitor and control
these risks in a safe and sound manner.

Cybersecurity: Examiners will focus on the adequacy
of banks’ preventative controls, incident response, data
recovery and operational resilience as they relate to the
threat of cyberattacks. Examiners will consider cyber
intelligence gathering, sharing and analysis, threat and
vulnerability detection and strong authentication and
access controls.

Third Parties: Examiners will determine when third-
party and other subcontracted relationships, including
fintech companies, represent significant operational,
compliance, strategic, financial and reputation risks.

Payments: Examiners will assess how banks are
managing risks related to payment systems and
payment-related products and services.

Enterprise Change Management: Examiners will
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also assess how banks are managing risks related to
payment systems and payment-related products and
services.

e BSA/AML: Examiners will evaluate banks’ compliance
with BSA/AML programs, U.S. sanctions administered
by the Office of Foreign Assets Control and the
Corporate Transparency Act.

e CRA: Examiners will conduct CRA evaluations due in FY
2025 based on the bank’s applicable evaluation period
and existing examination procedures (determined by
bank size and business model), as no additional rule
changes are effective during this year. Strategies will
reflect examination guidance issued in FY 2022 to
address implementation challenges posed by successive
rule changes in June 2020 and December 2021.

* Fair Lending: Examiners will focus on assessing fair
lending risk and whether banks are ensuring equal
access to products and services.
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The FY 2025 plan aligns with the OCC’s “Strategic Plan,
Fiscal Years 2023-2027.”

Read the Plan here.

The OCC Finalizes Revised R Planning Guideli
_ David Staab. Leel Singi

On Oct. 21, 2024, the OCC finalized amendments to its
recovery planning guidelines (“Guidelines”). The Guidelines
are targeted at large national banks, federal savings
associations and federal branches (collectively referred to
as “banks”) with average total consolidated assets of $100
billion or more.

The Guidelines stem from lessons learned during the 2008
financial crisis and more recent financial stresses in 2023.
The OCC observed that large, complex banks were not
adequately prepared for severe stress, which threatened
their viability. The 2016 guidelines initially applied to banks
with total consolidated assets of $50 billion or more, which
was later increased to $250 billion in 2018. However, the
financial stress experienced by institutions in the $100-250
billion range in 2023 highlighted the need for more inclusive
guidelines to enhance the resilience of these banks.

To ensure that large banks are adequately prepared for and
have developed plans to respond to the financial effects of
severe stress, on July 3, 2024, the OCC published a proposal
to revise the recovery planning guidelines to include an
expansion of covered banks, incorporate testing standards
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and emphasize non-financial risks in recovery planning. After
receiving and considering comments on the proposal, the
OCC revised the timeframes for covered banks to develop a
testing framework and conduct testing.

e Expansion of Covered Banks: The Guidelines apply to
banks with average total consolidated assets of $100
billion or more, as well as banks that previously met
the threshold or are deemed highly complex or risky
by the OCC. The OCC believes this threshold will better
cover banks that pose systemic risks and need robust
recovery planning. A bank’s recovery plan must include
an overview of the bank, identification of its triggers,
options for recovery, impact assessments for each
recovery option, escalation procedures and certain
other information required by the OCC.

* Incorporation of Testing Standards: A new testing
provision is implemented to ensure the effectiveness of
recovery plans. Banks need to test their recovery plans
at least annually. Testing includes simulations of severe
financial and non-financial stress scenarios, and it aims
to identify and address any weaknesses or deficiencies
in recovery plans proactively.

* Emphasis on Non-Financial Risks: The Guidelines
explicitly require banks to consider nonfinancial risks,
such as operational and strategic risks, in their recovery
plans. These risks are increasingly significant due to the
complex operational and strategic environment banks
operate in today.

* Compliance and Implementation: Under the
Guidelines, banks that are currently covered banks
will have 12 months to amend their recovery plans to
address non-financial risk and an additional six months
to comply with the new testing provision. Banks that
are newly covered by the $100 billion threshold will
have 12 months to develop their recovery plans and
an additional 12 months to comply with the testing
provision. Banks that become covered banks after the
effective date of the Guidelines will have 12 months
to develop their recovery plans and an additional 12
months to comply with the testing provision.

The Guidelines are effective on Jan. 1, 2025.

Read the Guidelines here.
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_ Justin Riess. Leel Sinai

The OCC issued a bulletin on Oct. 3, 2024 providing banks
with guidance on refinance risk in commercial lending,
focusing on overall leverage, repayment terms, collateral
and liquidity (the “Bulletin”). Many of the OCC’s guidelines
pertain to analyses conducted by banks prior to approving
loans. The Bulletin offers guidance that extends further into
the future, emphasizing refinancing risk.

Many interest-only loans, commercial real estate loans and
leveraged loans have five-year maturities and do not fully
amortize during the loan period. Consequently, when the
maturity date arrives, borrowers will likely need to refinance
their existing indebtedness. The challenge for banks is that,
during the five-year period since the loan was initially made,
the borrower’s financial performance and market conditions
may have changed significantly. If a borrower is unable to
refinance under current market conditions, a bank could find
itself holding nonperforming loans that constrain its capital
or liquidity, threatening the overall health of the institution.

To mitigate refinancing risk, the OCC recommends in its
Bulletin that banks identify, measure, monitor and control
this risk at both the transaction and portfolio levels. The OCC
recommends transaction-level stress testing, which can
provide insights into a borrower’s ability to meet refinancing
requirements if their financial condition declines or market
conditions deteriorate (e.g., interest rates increase, market
terms tighten, expenses rise or collateral values fall). In
addition, the OCC recommends portfolio-level stress testing
to identify and measure the potential effects of changing
market conditions on borrowers facing similar stresses,
whether macroeconomic or specific to an industry or region.

For transaction-level risk, the OCC advises that banks
should: (1) evaluate refinancing risk when approving the
initial loan; (2) structure loans to reduce refinancing risk

by including financial covenants or loan-to-value tests;

(3) conduct ongoing monitoring of refinancing risk as the
borrower approaches the maturity date; (4) assess whether
the borrower could refinance under existing underwriting
standards prior to maturity; and (5) consider adjusting the
loan’s risk rating.

For portfolio-level analysis, the OCC recommends that banks
establish an effective process for assessing refinancing risk
among similarly situated borrowers. This process should
include: (1) the ability to identify and monitor loans maturing
with outstanding principal balances and industries affected
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by current market conditions; (2) periodic stress testing to
identify portfolios of loans with heightened refinancing risk;
(3) the establishment of limits regarding industries, types
of loans or other factors that influence refinancing risk; and
(4) adequate reporting systems to monitor refinancing risk
relative to established limits.

Finally, if transaction-level and portfolio-level monitoring
highlights borrowers facing refinancing risk, the OCC
recommends that banks proactively work with these
borrowers to find solutions that mitigate the risk. Addressing
refinancing risk through workout plans, particularly when
it is industry-specific, will help banks maximize their
chances of being repaid in full. The OCC suggests that
some loans underwritten with fully amortizing terms

may require restructuring with an outstanding principal
payment at maturity and in such cases, the bank should
consider the volume of such modified or restructured
loans at the portfolio level when necessary. In addition,
banks should consider when loans no longer share similar
risk characteristics with other loans at the portfolio level
and require individual analysis to determine appropriate
allowance for credit loss.

Read the Bulletin here.

Combat Al-Related Risks — Ding Bliksht
On Oct. 16, 2024, the New York Department of Financial
Services (“NYDFS”) issued guidance to explain how to use
the existing cybersecurity framework under 23 NYCRR

Part 500 to address Al-related cybersecurity risks (the
“Guidance”). The advancements in artificial intelligence (“Al”)
have significantly impacted the cybersecurity landscape,

both enhancing protection capabilities and creating new

risks. For so-called “Covered Entities” (entities regulated

by the NYDFS), AI has bolstered capabilities in preventing
cyberattacks, improving threat detection and strengthening
incident response. At the same time, Al has also introduced
new exploitation opportunities, necessitating updated
guidance to help Covered Entities understand and mitigate
these risks. Notably, this Guidance does not introduce new
requirements beyond those in Part 500.

Risks Associated with AI

Al-related cybersecurity risks fall into two main categories:
risks arising from threat actors using AI and risks stemming
from a Covered Entity’s reliance on AL
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e AI-Enabled Social Engineering: AI has improved the
sophistication of social engineering attacks, making
them more convincing and personalized. Threat
actors now use Al to create realistic deepfakes in
audio, video and text formats, targeting individuals
into sharing sensitive information or performing
unauthorized actions. This can lead to unauthorized
access to nonpublic information (“NPI”), fraudulent
wire transfers and successful bypassing of biometric
authentication.

e AI-Enhanced Cybersecurity Attacks: Al accelerates
the scale and speed of cyberattacks by allowing threat
actors to rapidly identify and exploit vulnerabilities. Al
can generate new malware variants and circumvent
security controls, raising the volume and impact
of attacks and lowering barriers for less skilled
cybercriminals.

* Exposure or Theft of Vast Amounts of Nonpublic
Information: AI systems collect and process vast
amounts of data, including NPI, giving the threat actors
incentive to steal NPI for financial gain or malicious
use. Biometric data used in Al systems can particularly
be exploited to bypass security and create realistic
deepfakes.

* Increased Vulnerabilities Due to Third-Party
Dependencies: Al systems rely on data from
vendors and third-party service providers (“TPSPs”),
introducing potential security vulnerabilities when the
data is collected and gathered. Compromised vendors
and TPSPs can expose the Covered Entity’s NPI and
become gateways for broader attacks.

Controls and Measures to Mitigate Al-Related Threats

The NYDFS’s Cybersecurity Regulation requires Covered
Entities to assess and mitigate cybersecurity risks, including
those related to AL Below are key measures that help mitigate
Al threats:

* Risk Assessments and Risk-Based Programs:
Covered Entities must regularly conduct risk
assessments to identify Al-related risks and update
their cybersecurity programs accordingly. This includes
assessing risks from own use of Al and AI technologies
used by TPSPs.

* Third-Party Service Provider and Vendor
Management: Covered Entities should conduct due
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diligence on TPSPs, considering Al-related threats

to TPSPs and ensuring TPSPs have robust security
measures. Contracts should include provisions for
timely notification of cybersecurity events that impact
information systems and NPI held by the TPSPs.

* Access Controls: Implementing Multi-Factor
Authentication and other robust access controls
is crucial to prevent unauthorized access. Covered
Entities should use authentication methods resistant to
AI-manipulated deepfakes and limit access privileges
based on job functions.

* Cybersecurity Training: Regular training for all
personnel, including senior executives, on Al-related
risks and mitigation strategies is essential. Training
should include simulated phishing and deepfake
exercises.

* Monitoring: Continuous monitoring of information
systems for unauthorized access and unusual
activities is necessary. Entities should also monitor
Al-enabled products and services for potential security
vulnerabilities.

e Data Management: Effective data-management
practices, including minimization of data that is no
longer necessary for business and maintaining data
inventories, help limit the impact of data breaches.
Entities should implement controls to protect data used
by Al systems.

Organizations must evaluate and mitigate Al-related
cybersecurity risks while leveraging AI’s benefits for
enhancing cybersecurity measures. Regular review and
reevaluation of cybersecurity programs and controls are vital
to addressing evolving Al threats, as required by Part 500.

Read the Guidance here.

The Fi ial Technology A iation Chall i
CEPB on Buy Now. Pay Later — Krista Garcia, Leel Sinai

On Oct. 18, 2024, the Financial Technology Association (“FTA”)
filed suit in the United States District Court for the District of
Columbia challenging a Consumer Financial Protective Bureau
(“CFPB”) interpretive rule concerning the applicability of
subpart B of the Truth in Lending Act on Buy Now, Pay Later
(“BNPL”) firms. BNPL refers to consumer loans for retail
transactions that are repaid in four our fewer interest-free
installments and with no additional financing charge.
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The CFPB released on May 22 an interpretive rule that
will treat BNPL entities similar to that of credit cards (the
“Interpretive Rule”). The Interpretive Rule now imposes
several requirements on BNPL lenders, including, but not
limited to, sending consumers annual and periodic billing
statements that detail the related transactions, balance,
credits and due dates. The Interpretive Rule is aimed to
help protect consumers through disclosures that promote
informed use of credit and protect against inaccurate and
unfair billing practices.

In its suit, FTA claims to support the purpose of the
Interpretive Rule; however, FTA believes that CFB must
operate within the bounds of the law, and FTA believes that
CFPB’s Interpretive Rule violates procedural requirements
and misunderstands relevant law.

First, FTA believes the Interpretive Rule violates procedural
and substantive requirements of the Administrative
Procedure Act (“APA”) — specifically, the APA’s notice and
comment requirements. FTA alleges that CFPB is required
to promulgate the Interpretive Rule through the APA’s
notice and comment requirements. Instead, CFPB has side-
stepped this administrative law principle by labeling the
Interpretive Rule as an “interpretive,” despite it imposing
new legal obligations on BNPL providers.

Second, FTA alleges that the issuance of the Interpretive
Rule exceeds CFPB’s statutory authority. FTA claims that
CFPB exceeded its authority by: (1) setting an effective date
that contravenes the Truth in Lending Act (“TILA”), 15 U.S.C.
§1604 (d) and (2) purporting to impose obligations beyond
those permitted by TILA, 15 U.S.C. §1602(g).

Third, FTA believes that the Interpretive Rule is arbitrary
and capricious. FTA reasons that: (1) certain obligations the
Interpretive Rule imposes poorly fit with BNPL products; (2)
there’s insufficient time for BNPL providers to comply with
the new obligations imposed and (3) the Interpretive Rule
neglects to consider BNPL providers’ serious reliance on
prior policy.

Lastly, FTA argues that the Interpretive Rule is based on a
misunderstanding of the law because BNPL providers are not
“creditors” and do not issue “credit cards.”

Read FTA’s Complaint here.
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